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Introduction

Journalists around the world are responding to the dramatic rise of artificial intelligence
(Al), and particularly generative Al. Many newsrooms are experimenting with these tools and
identifying new opportunities. At the same time, many journalists and commentators see Al
as the biggest threat to journalism in decades.

One central concern is that Al will be used to make disinformation campaigns faster, more
targeted, and more persuasive — whether it’s a faked video of the Eiffel Tower on fire or fake
robocalls made to sound like U.S. President Biden. Journalists themselves are increasingly
targeted with sophisticated disinformation campaigns that put their own reputations and
personal safety at risk.

At the same time, journalists’ abilities to counter disinformation are jeopardized by risks that
Al poses to their newsrooms and their industry. Many are seeing their organizations adopt
new forms of automation and content generation, and contemplating a future in which Al
alters job descriptions and further depletes newsrooms.

In response, journalists are developing investigative practices to expose disinformation cam-
paigns, experimenting with Al tools to make their own work more efficient, and developing
ethical quidelines and labour protections to defend professional journalism.

Likewise, the news industry, policymakers, and platforms are considering responses that
range from workforce training to newsroom innovation to new professional guidelines to Al
requlation. For instance, U.S. newsrooms worked with The Associated Press to develop Al
tools that assist local journalists, and Reporters Without Borders convened an international
commission of prominent journalism organizations to publish a charter to guide journalists’
ethical use of Al (for more on that charter, see Key Issue #2).

To reflect on these major developments and their implications, the Centre for the Study of
Democratic Institutions (CSDI) convened a workshop on Journalism, Disinformation, and Al
at the University of British Columbia on November 21, 2023. Support and assistance were
provided by the Consulate General of Germany in Vancouver, UBC’s School of Journalism,
Writing, and Media, and the Centre for Computational Social Science. This report draws on
insights from the scholars, researchers, and journalists who attended that workshop, along
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with recent academic and journalistic publishing. The goal is to synthesize the key issues at
stake, and spur further research and discussion.

This report will discuss the risks and opportunities that Al technologies pose, and recom-
mend paths forward for journalism and its roles in democracy. “l don’t like the doom and
gloom phase that we have at the moment,” said workshop panelist Thorsten Quandt of the

University of Munster. “We’re still kind of overwhelmed with these issues, but I’'m pretty sure
democracies will adapt... [and] in journalism, we will see more options, not just dangers.”

Through this report, CSDI hopes to contribute to important public conversations about the
impact of new technologies on journalism and our information environments. Ultimately, the

SPOTLIGHT
Fake news from ‘Doppelganger’ sites

The Doppelganger network, a pro-Kremlin group, has disseminated disinformation by
posing as leqgitimate news outlets on social media, sometimes using Al-generated con-
tent. This operation has specifically targeted European and American audiences, mud-
dying the waters between genuine journalism and inauthentic content, with a particular
focus on the Russia-Ukraine conflict.

In response to the Doppelganger network’s disinformation campaign, the German For-
eign Ministry employed digital forensic experts to investigate the issue. Using spe-
cialized monitoring software, these experts traced over one million German-language
posts from approximately 50,000 fake accounts, all aimed at undermining Berlin’s sup-
port for Ukraine.

In September 2022, Meta released a report on the network, calling it, “the largest and
most complex Russian-origin operation that we’ve disrupted since the beginning of the
war in Ukraine.” In its November 2023 Adversarial Threat Report, Meta also acknowl-
edged that a new cluster of websites linked to Doppel-

ganger had been fuelling disinformation surrounding

the Israel-Palestine conflict by spoofing mainstream

American news sites.

Following the unearthing of the Doppelganger opera-
tion in 2023, the European Union imposed sanctions
against two Russian IT firms, Structura National Tech-
nologies and Social Design Agency, which were shown
to have participated in the disinformation campaign.
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responses developed by journalists, policymakers, technologists, and citizens will shape our
efforts to understand the world and act as democratic citizens.

Key Issue #1: How Does Al “Supercharge” Disinformation?

Disinformation is a longstanding problem that has had profound effects on journalists even
before the surge of Al use. Many journalists around the world face disinformation campaigns
intended to discredit or dehumanize them, according to panelist and CSDI Interim Director
Chris Tenove. His research with the Global Reporting Centre found that such efforts can ex-
pose journalists to violence, undermine their mental health, and contribute to other personal
and professional harms.

The uptake of Al has worsened the situation. “Generative Al tech has lowered the barrier to
entry to the disinformation market,” said Freedom House Middle East and North Africa ana-
lyst Cathryn Grothe, “while automated systems have enabled governments to conduct really
precise forms of censorship and surveillance.” State-aligned actors can also swiftly generate
and propagate misleading information, in efforts to influence public opinion and internation-
al relations.

The 2023 Freedom on the Net report by Freedom House similarly revealed how Al “super-
charges” the spread of disinformation. The report found cases in which Al-generated text,
audio, and images were spread through networks of social media influencers and public re-
lations firms to distort the political messaging. The report showed how Al-generated con-
tent known as deepfakes can boost political narratives and malign opponents. For example,
an Al-manipulated audio clip of an opposition presidential candidate in last year’s Nigerian
elections insinuated that he planned to rig the vote in his favor. Such clips can stoke both
partisan hostility and doubts about the integrity of elections, according to the report.

Al tools can also be used to enhance disinformation micro-targeting. Machine learning can
enable the identification of online users’ characteristics, which can then be used to target
them with highly personalized content. Automatically generated content uses a combination
of personalized targeting and Al that mimics natural language to spread disinformation to
influence these users. These techniques can also be used to make phishing campaigns more
effective and increase cybersecurity risks, according to a report from UBC’s School of Public
Policy and Global Affairs.

Disinformation could be spread by social bots, or partially automated users on social me-
dia platforms that aim to manipulate online discourse. A recent “alarmingly good” ChatGPT
campaign targeting pro-Ukraine Americans on Twitter/X, for example, showed the ability of
such tools to mimic authentic human language and their potential for further sophistication.
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The ability to make disinformation seem convincing can aggravate polarization and fuel vio-
lence against individuals or groups of people. As many as 16 countries in the past year have
used generative Al as part of disinformation campaigns to “sow doubt, smear opponents, and
influence public debate,” said Cathryn Grothe.

Al-driven disinformation could also contribute to people losing trust in information from le-
gitimate news sources. For example, Russian state-backed disinformation campaigns have
posed as independent news and fact-checking projects, said Julia Smirnova, an analyst who
monitors online conspiracy and disinformation communities at the Institute for Strategic Di-
alogue (ISD). “They use the same language [as fact-checking and news organizations] to dis-
credit established media,” she said. (See the “Doppelganger” box, previous page, for more.)

ISD also revealed online campaigns suggesting that Russia-perpetrated killings in the
Ukrainian city of Bucha were faked by Western governments and news media. As Smirnova
explained, the accounts claimed “that fact-based reporting about a massacre was, in fact,
staged.”

In response to campaigns to discredit them, media organizations have to be vigilant about
the risk of publishing deceptive images created or modified through Al tools, which could
“call into question everything we publish from then on,” said Matt Frehner, the Head of Visual
Journalism for The Globe and Mail.

Journalists are increasingly contending with these twin issues of having to fact-check with
more scrutiny amid disinformation that mimics authentic content and upholding their repu-
tations as malicious actors try to delegitimize them. Frehner discussed The Globe and Mail’s
independent verification of photographs, which involves a process that includes checking
metadata and forensically assessing the image — the buildings in the background, the light-
ing, and the location. “We don’t publish anything that we can’t verify ourselves,” he said.

SPOTLIGHT
Using Al to illustrate people’s experiences of war

How might journalists use visuals to help share people’s experienc- ”n

es of war when there are no cameras present? The US-based news
organization Semafor’s “Witness” series features a story that covers

a firsthand account of someone directly affected by the Russia-Ukraine war. This ac-
count was paired with animated images generated by the Al engine Stable Diffusion. By
leveraging Al, Semafor overcame a traditional limitation in conflict reporting — in this
case the difficulty of capturing video — while making people’s experiences more acces-
sible and relatable to audiences.
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In another example, journalists with Rest of World investigated an Indian politician’s allega-
tions that audio clips of him were fake. The clips, in which he criticized his own party, were
sent for forensic analysis. The analysts concluded that one of the clips was authentic, while
the other was of too poor quality to tell. Experts have called this the “liar’s dividend,” in which
politicians, business leaders, and other prominent individuals claim that real audio or video
is faked in order to avoid accountability.

These processes can be complex and time-consuming. Such assessments require expertise
and tools that many newsrooms lack. According to Sam Gregory, an expert on deepfakes
and executive director of the human rights organization WITNESS, more action is needed to
address the “detection equity gap that exists in the world.”

At the same time, journalists are having to defend their work from actors intending to dele-
gitimize reliable news sources. These acts of delegitimization can also escalate to violence.
Some groups consider journalists to be part of an establishment they are fighting against,
and they “are really ready to use violence,” said Thorsten Quandt.

Todetect Al-generated content and help readers combat disinformation, media organizations
are taking a variety of approaches. U.S. broadcast network CBS will produce TV segments
based on the findings of its newly launched fact-checking unit that assesses Al-generated
misinformation. The Globe and Mail has published a generative Al quiz that tests readers on
their ability to identify fake media and text.

Key Issue #2: Can journalists responsibly use new Al tools?

The impact of Al on journalism goes beyond its uses for disinformation campaigns. Many
journalists and media organizations are exploring the opportunities Al could offer the pro-
fession and assessing the risks of doing so. The Associated Press (AP), in partnership with
university tech development teams, worked with local newsrooms to develop Al tools for
transcription and weather updates to speed up news alerts and free up journalists’ time.

Through a survey of almost 200 newsrooms, AP also identified key areas where Al could be
useful:

* Newsgathering - transcription, automated alerts when government documents are
published or updated online, social media monitoring

* Production - scheduling of posts, page layouts, photo suggestions
 Distribution - audience analytics, content moderation

* Business - tools to increase subscriptions
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For the most part, these Al tools can be used to assist with time-consuming tasks, but would
not replace crucial writing and investigative work. However, other news organizations are
using generative Al to write entire articles. News Corp in Australia produces 3,000 Al stories
a week on weather, fuel prices, and traffic reports. In the case of tech site CNET, the use of Al
led to published errors and pushback from its unionized staff.

At least 85% of over 100 newsrooms in a global study conducted by the London School of
Economics last year said they have experimented with generative Al to varying levels. This
includes using it on more creative tasks like rephrasing sentences, summarizing articles for
social media, suggesting headlines, and generating unique images.

This expansion of journalists’ Al use inevitably brings up ethical concerns. One is the threat
to journalists’ commitment to accuracy if they begin to rely on potentially error-prone Al sys-

SPOTLIGHT
Shift to Al leads to errors, and new efforts to unionize

After joining the ranks of organizations that publish Al-generated stories, tech media
outlet CNET has faced backlash in response to dozens of errors and plagiarism among
its automated articles. This shift to Al has also added to its editorial staff’s list of griev-
ances as they unionize to fight for better job protections. Among the union’s concerns
is automated technology, and how it “threatens our jobs and reputations.” If it is suc-
cessful, the CNET Media Workers Union could be one of the first to force a news organi-
zation to define the limits of the use of generative Al and improve transparency on data
used to train Al tools.

As media organizations ranging from Sports lllustrated to Buzzfeed publish Al-gener-
ated articles (Buzzfeed shut down its news division in 2023, and Sports lllustrated an-
nounced mass layoffs in January 2024), a CNET union representative advocates for
industry-wide ethical standards via collective bar-

gaining agreements, emphasizing that “Al-produced

content should never replace real writers.”

The risk of media job cuts due to Al is also increas-
ing in Europe: German tabloid Bild in June 2023
announced plans to lay off editorial staff as its pub-
lisher ramps up Al use. The German Journalists’ As-
sociation denounced the plan, branding it “antisocial
towards the employees” and “economically extreme-
ly stupid” while warning that a decline in regional re-
porting could lead to a loss of readership.
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tems (see the Shift to Al box on the previous page). Another is the fact that most Al systems
are trained on content without permission from their original creators.

There are also concerns about Al tools replicating real-world biases. Toronto Star’s auto-
mation of crime stories using police data has invited questions and criticism. Some editors
expressed concern that automated stories on break-and-enter cases, without the context
offered by human reporters, could stigmatize “less wealthy and less white” communities,
according to Toronto Star product manager for content Cody Gault. (Though in this particu-
lar case, the reported data showed that break-and-enter cases are actually dispersed fairly
evenly across the city).

There is extensive research on the existence of stereotypes and biases in Al models, from
inaccurate race-based health claims to undue associations between Muslims and violence.
Biases can become ingrained in Al systems in complex ways, making it difficult to address
them.

Stephen Marche, a journalist and novelist, also encountered biases built into generative Al
models when he used them to create the novel The Death of an Author. Structures of power
are “essentially unremovable” from language, he said, so journalists need to be alert to those
risks and self-reflective when using Al tools.

Matt Frehner notes that news organizations can investigate and expose Al systems’ biases.
Journalists can help “readers and consumers and users of Al, who think that the technology
is objective,” he said, “by proving that it is not.”

Members of the public not only worry that Al will be discriminatory or distort the truth, but
that journalists themselves will use Al tools in problematic ways. For instance, a poll commis-
sioned by the Canadian Journalism Foundation found that 85% of Canadians are concerned
about how the use of Al in journalism could spread misinformation, with the majority agree-
ing that a governing body should have strict oversight over journalists’ use of the technology.

Journalists in Canada and globally have been seriously contemplating the impacts and
ethics of the technology on the profession. A global commission convened by the NGO Re-
porters Without Borders (RSF) produced the Paris Charter on Al and Journalism, which calls
for human oversight of Al use, emphasizing editorial accountability and transparency. The
guidelines call for newsrooms to ensure that Al systems are “designed and used in such a
way as to gquarantee high-quality, pluralistic and trustworthy information.”

Various newsrooms have already been creating their own guidelines for Al use. These cover
issues such as which Al tools or uses are permitted or banned, who has to review and sign off
on content created by Al systems, and whether labels or other transparency measures will be
used to inform audiences when Al tools have been used to create content.
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“All these tools are becoming available, and journalists being the inquisitive minds that they
are, want to go and play around with them and figure out what they can do and how they can
use them for their work,” Matt Frehner said. “But we had to think through pretty quickly what
the guidelines for that would be.”

The Globe and Mail's memo to its newsroom clearly states that generative Al should not be
used to summarize or write articles for publication at all. ChatGPT cannot be used to edit
stories, and Al-generated headline ideas should have human oversight.

The idea of publishing articles or images without human oversight, “that’s just too problem-
atic for us,” said Frehner.

Key Issue #3: Does Al threaten the viability of journalism?

In an era where the media industry is at a crossroads, grappling with dwindling revenues and
evolving business models, the advent of Al has added a new dimension. Poynter describes
a media industry in upheaval: over 20,000 layoffs in the U.S. in 2023 alone, the most signif-
icant since 2020, and a particularly hard-hit news sector with 2,681 job losses. Amidst this
backdrop, the future of human journalism faces a seemingly existential threat, as Al’'s role in
the industry deepens, reshaping the very fabric of news reporting and content creation.

SPOTLIGHT
Evening news brought to you by Al

In 2018, China’s state-run news agency Xinhua unveiled the
world’s first Al news anchor. A digital replica of a real journalist,
the “anchor” was designed to deliver news around the clock in a
realistic human voice and with realistic facial expressions. Al an-
chors have since seen adoption in India, Indonesia, Taiwan, Ku-
wait, and Malaysia. In India, Aaj Tak news channel’s Al-powered
anchor Sana, capable of presenting in French, was launched in
alignment with Prime Minister Narendra Modi’s visit to France.

Research from Northwestern University outlines three key areas where Al is revolutioniz-
ing journalism. Firstly, Al helps journalists sift through large data sets for investigative jour-
nalism. Secondly, Al enables personalized news content, adapting to readers’ interests and
comprehension levels. Lastly, Al can be used to modify stories so they work for different
platforms and audiences.



https://www.theglobeandmail.com/canada/article-a-note-on-ai-and-the-globe-and-mail-newsroom/
https://www.poynter.org/commentary/2023/media-industry-cuts-top-20000-in-2023-report-finds/
https://www.mccormick.northwestern.edu/artificial-intelligence/inside-our-program/stories/2021/ai-and-its-impact-on-the-future-of-journalism.html
http://www.xinhuanet.com/english/2018-11/08/c_137591813.htm
http://www.xinhuanet.com/english/2018-11/08/c_137591813.htm
https://www.instagram.com/aianchorsana/?hl=en
https://www.instagram.com/aianchorsana/?hl=en

Generative Al, the latest development in this evolution, extends beyond simple automation.
It offers the potential to create narrative content, yet its current limitations in originality
and depth have raised questions about its impact on quality journalism. While generative Al
offers potential applications in journalism that go beyond basic reports and data analysis,
it lacks the nuanced understanding and critical thinking inherent in human journalism. Al’s
democratizing potential is real, but journalists must not let it overshadow the enduring value
of human-centric reporting, community trust, integrity, empathy, and ethical considerations.

While Al promises efficiencies and automation, it is crucial to navigate the hype surrounding
it. Al companies and enthusiasts promote its potential, but it is vital to maintain a critical
perspective. Stephen Marche’s observation reflects this: “There is no replacement for seeing
things and getting a perspective on them. If your writing can be replaced by ChatGPT, you
shouldn’t be writing.”

Media scholars Mike Ananny and Jake Karr go further and argue that reliance on generative
Al to create content may jeopardize the essence of journalism’s public service role, “Namely,
its capacity and obligation to artfully, eloquently, and intentionally use language to create
and debate the ground truths that anchor shared social realities.”

Amid these discussions, a key legal case underscores the tense relationship between Al
companies and journalism. In a landmark legal case, The New York Times has filed a lawsuit
against Microsoft and OpenAl, focusing on the unauthorized use of the newspaper’s content
to train Al models. The case is one of many examples of the contest between advancing Al
technology and protecting the rights and roles of content creators.

As the media industry continues to grapple with these emerging challenges, educational
institutions are responding, by developing curricula that balance technical skills with crit-
ical thinking and ethical considerations, preparing students for both the opportunities and
challenges posed by Al in journalism. UNESCQ’s handbook for reporting on Al suggests that
journalism educators should offer opportunities for students to practice Al journalism skills
through assignments and real-world reporting experiences, fostering ongoing learning and
professional development in this rapidly evolving field. There’s also a growing emphasis on
creating new journalistic products using Al, requiring journalists not only to be adept at using
Al tools but also to think strateqgically about how to serve and expand their audiences in an
Al-mediated news landscape.

While there are concerns about Al potentially replacing journalists and leading to even small-
er newsrooms, there is also a growing recognition that Al technologies are here to stay and
can be useful. Journalists must adapt, balancing the beneficial aspects of Al with the need to
maintain the critical, empathetic, and professional commitments that contribute to impactful
storytelling and ethical journalism.


https://www.niemanlab.org/2023/12/journalism-grapples-with-the-promise-and-pitfalls-of-ai-assisted-reporting/
https://www.niemanlab.org/2023/12/journalism-grapples-with-the-promise-and-pitfalls-of-ai-assisted-reporting/
https://www.niemanlab.org/2023/09/press-freedom-means-controlling-the-language-of-ai/
https://www.nytimes.com/2023/12/27/business/media/new-york-times-open-ai-microsoft-lawsuit.html
https://www.nytimes.com/2023/12/27/business/media/new-york-times-open-ai-microsoft-lawsuit.html
https://factsandfrictions.ca/portfolio-item/ffv2n1-leslie-salgado/
https://unesdoc.unesco.org/ark:/48223/pf0000384551.locale=en
https://www.niemanlab.org/2023/12/ai-kills-the-journalism-degree-and-elevates-the-apprenticeship/
https://reutersinstitute.politics.ox.ac.uk/news/ai-and-journalism-whats-next

Recommendations

Al’s role in journalism brings both efficiencies and challenges. As the technology continues
to evolve, ensuring that journalism continues to fulfill its vital role in society will require jour-
nalists, policymakers, and other stakeholders to confront these existential issues head-on.
We therefore recommend:

1. Journalists and newsrooms should experiment with using Al tools, not only for basic
reporting but also for investigative journalism, multimedia storytelling, and data analysis.
Ultimately, even if Al tools are used to automate more rote tasks, journalists’ value will lie
in activities that require human witnessing, judgment, and creativity.

2.Journalists have a key role in contributing to a more informed public through
fact-checking and investigating disinformation campaigns. Journalists can also help their
audiences develop digital literacy skills, including regarding potential biases and risks of
Al systems. Efforts to help educate audiences can include creating interactive quides and
offering behind-the-scenes insights into the fact-checking process.

3. Journalism organizations should ensure that Al-generated content is used in ways that
will build audience trust. This could include transparency mechanisms such as clear, con-
sistent labels, and publicly available organizational policies for how Al is used.

4.Closer collaboration between journalists and technologists is essential. This partner-
ship can lead to innovative storytelling techniques and new journalistic formats that
harness Al’s capabilities.

5.Journalists should not only engage actively with Al ethics in their profession, but they
should also support public discussions about quidelines and regulations for Al compa-
nies, and include their insights in these debates.

6. Journalists should unite to ensure that Al technologies respect the principles of a free
press. This includes advocating for fair compensation when Al companies use journalistic
content for training their models, and ensuring that Al does not usurp journalists’ role of
using their insight and creativity to inform public dialogue on critical issues. Journalists’
collective voice is vital in ensuring that Al advances rather than undermines the public
service role of journalism.

The future of journalism in the Al era is not necessarily bleak; it can be an opportunity for
transformation, innovation, and continued relevance. Journalists and policymakers have
critical roles in shaping the Al-influenced information landscape, particularly as Al-driv-
en disinformation increasingly threatens public understanding and democratic processes.
Through informed policy-making, professional and ethical quidelines, and effective strate-
gies to combat mis- and disinformation, journalists and policymakers can help ensure that Al
tools contribute to public discourse and democratic engagement.



Resources
For journalists looking to better use or detect Al, here are five valuable resources:

» JournalismAl Starter Pack: This resource is designed to help news organizations
explore potential uses of Al in different phases of news production. It comes from
JournalismAl, a project of Polis, the journalism think-tank at the London School of
Economics and Political Science.

* Local Al initiative - Self-paced curriculum (AP): The Associated Press’ Local
Al Initiative offers a self-paced curriculum designed for local news journalists and
managers, focusing on integrating Al into newsroom operations, including news-
gathering, production, and distribution. It features guest speakers, technology
demonstrations, and instructional videos.

* SPJ Toolbox: This resource from the Society of Professional Journalists shares
useful Al tools for reporting, writing, text editing, image creation and editing, as well
as for productivity.

* A Practical Newsroom Guide to Artificial Intelligence (ONA): This guide from
the Online News Association offers practical advice on using Al in newsrooms,
including tips on selecting images, monitoring misinformation, and developing Al
policies. It also includes AP’s case studies of Al use in various newsrooms.

* How Journalists Can Detect Altered Images and Al-Generated Content
(AFPC): This article from the Association of Foreign Press Correspondents suggests
best practices for detecting altered images and Al-generated content. It covers
techniques like examining metadata, using forensic tools, and analyzing visual
anomalies.



https://www.lse.ac.uk/media-and-communications/polis/JournalismAI/Starter-Pack
https://ap-local-ai.my.canva.site/
https://www.journaliststoolbox.org/2023/05/25/ai-tools-for-journalists/
https://journalists.org/resources/practical-newsroom-guide-artificial-intelligence/
https://foreignpress.org/journalism-resources/how-journalists-can-detect-altered-images-and-ai-generated-content
https://foreignpress.org/journalism-resources/how-journalists-can-detect-altered-images-and-ai-generated-content
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